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Preface

In May 2019, almost a year to the day after we had commenced our initial collective efforts, ITechLaw pub-
lished the first edition of Responsible Al: A Global Policy Framework. As editor and contributor to the first
edition, | had the great honour to work with a remarkable multi-disciplinary team of 54 technology legal
experts, researchers and industry representatives from 16 countries to produce a richly researched policy
guide to the responsible deployment of Al systems.

As noted in the first edition of Responsible Al, the policy framework that we published in 2019 was neces-
sarily embryonic. Artificial intelligence’s development is still in its infancy and the potential societal impact
of artificial intelligence is difficult to fully grasp, particularly in a field in which the rate of change continues
to be almost exponential. These factors have placed a great weight of responsibility on all those who are
engaged in the development and deployment of such Al systems. It is not surprising, therefore, that not
only policy makers, but also industry representatives and Al researchers are looking for solid legal and
ethical guideposts. We are, collectively, participating in an ongoing dialogue.

It is in this context that | am pleased to welcome the publication of the 2021 Update to Responsible Al:
A Global Policy Framework. As we undertook to carry on the dialogue, we could not have been better
served than by the two editors of this current update, John Buyers of Osborne Clarke LLP, UK and Susan
Barty of CMS of CMS LLP. Together with a team of 38 specialists from 17 countries, John and Susan have
not only produced a substantive update to each of the eight principal chapters to Responsible Al and
a comprehensive update to the original Global Policy Framework, but have also developed a practical
“Responsible Al Impact Assessment” template that we hope will be of significant value to Al experts and
industry leaders.

This Update continues to fulfill the promise and potential of ITechLaw as a global association promoting
networking and thought-leadership amongst leading technology lawyers worldwide.

- Charles Morgan
McCarthy Tétrault LLP
President, International Technology Law Association
February 2021






Foreword

It would not be an understatement to say that the world has changed beyond recognition since the pub-
lication of the first edition of Responsible Al. We have all been placed in the grip of a global pandemic,
dramatically changing our working and personal lives, forcing distance between us and our loved ones
and transforming innocent gestures of social interaction, such as shaking hands and hugging, into poten-
tially deadly interactions. Where once we might have flown or driven to a meeting or conference, we now
use video conferencing.

Isolation has made us even more dependent upon technology: to work, to socially interact, to inform,
educate and to entertain. Social media and predictive technologies have become ever present in ways we
could not even have imagined: driving and manipulating opinions, influencing behaviours and inevitably
powering news cycles. Indeed, as we bring this update to publication we're witnessing at first hand the
impact of these technologies on a very unconventional US Presidential election.

The consensus is that rather than enrich us as human beings, exposure to too much technology dimin-
ishes us. This is perhaps not surprising as forced isolation has driven many to the conclusion that we need
real social relationships and interaction to thrive as human beings.

It is in this environment that we bring you our 2021 update to Responsible Al. In a fast moving world,
Artificial Intelligence moves at light speed. We're now seeing the first nascent global steps towards regu-
lation: the collective governmental realisation of the enormous harm that this technology can wield if left
untrammelled. It looks like the EU is “first out of the blocks” with a proposal that would align machine
learning to a regulatory environment not too dissimilar to the one Europeans face with data. The EU’s
compliance driven thinking is inevitably tempered by the more entrepreneurial and enterprise friendly
approaches advocated by the United States and China. Time will tell which vision will prevail.

Inthe meantime, it has become ever more critical to measure and gauge the impact of artificial intelligence
“on the ground” and away from academic debate. We are inevitably “wising up” to the consequences of
ill thought through development and use- whether that is physical harm, exclusion or erosion of personal
liberty. It is in this environment we launch our Responsible Al Impact Assessment tool (or RAIIA for short)
which is designed to help measure, in quantifiable and real terms, the impact of a proposed Al solution.
We hope you find it a valuable, and practical tool.



RESPONSIBLE Al: A GLOBAL POLICY FRAMEWORK 2021 UPDATE

“Responsible Al" is a unique and precious initiative of ITechLaw—it drives our collective organisation
to heights that others do not reach and showcases the intellectual vision of its members. We consider
ourselves to be privileged and humbled to have worked on this update with such a wise group of interna-
tional friends. Alongside the pressures and inevitable strain of editing it, it has provided us with invaluable
insight and companionship. We look forward to the time when we can all meet together again. In the
meantime, we wish all of our readers health and success (and of course further insight into the complexi-
ties of artificial intelligence) for what is hopefully a brighter 2021.

- John Buyers, Osborne Clarke LLP

Susan Barty, CMS LLP
February 2021
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Principle 7 Commentary

ETHICAL PURPOSE AND SOCIETAL BENEFIT

CHAPTER LEAD
Patricia Shaw | Beyond Reach Consulting Limited, UK

Francis Langlois | McCarthy Tétrault, Canada
Charles Morgan \ McCarthy Tétrault, Canada
Steven De Schrijver | ASTREA bv cvba, Belgium
Alesch Staehelin \TII\/\ES Attorneys, Switzerland

Human agency and autonomy

Ethical concerns were at the core of our reflection on artificial intelligence in the first edition of Responsible
Al. We deemed essential that “an ethical purpose, a purpose that has a demonstrable and reasonable
societal benefit” remain ever-present in the mind of jurists, legislators and policymakers working on the
foundation of the law of Al.

In that context, we based our reflection on the ethical concepts of beneficence and non-maleficence,
and then focused on four areas where the potentially transformative impact of Al is a matter of significant
societal debate: a) the transformation of the workplace; b) the ecological impact of Al; c) the militarised
uses of Al, especially in the form of lethal autonomous weapons systems; and d) the spread of Al-powered
fakes news, deep fakes and disinformation. Our objective when discussing these issues was to explore
concrete examples of ethical issues that arise in the context of the development of and deployment of Al
systems and to insist upon the importance of giving due consideration of such issues prior to deployment.

In this update to Principle 1 of the Responsible Al framework, we provide context for the inclusion of a new
subsection 2 for this first principle, expanding the reflection commenced in the first edition of this chapter
with a specific focus on the core themes of human autonomy and human agency, which implicitly under-
lay several of the examples of ethical tension previously discussed.! How do Al systems affect us directly
as humans? Moreover, to what extent should we allow Al systems to transform our current human condi-
tion and our social world? What are the risks that humans will be inappropriately controlled by technology
in a manner that threatens our autonomy and agency instead of serving as a valuable tool that enhances
them? How can we mitigate against such risks?

Below, we explore these questions through the lens of two basic questions:

» Al-powered surveillance: When does protective oversight or efficiency-enhancing attentiveness
become dangerous surveillance?

12 [TechlLaw
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 Al-driven behavioural control: When does a helpful Al-enhanced suggestion become inappropriate
manipulation?

Of course, these are not easy questions to answer and different people and different cultures may answer
them differently. Nevertheless, we would argue that there is, in each case, a line that should not be crossed
and hence that, prior to developing, making available or using an Al system, the fundamental questions
should be posed: “Will this Al-system enhance or threaten human autonomy and human agency?” and
“How does this impact on human dignity?” at home, in public and in the workplace.

Al-Powered surveillance: Self-censorship and loss of independent
thinking and expression

In 1890, Samuel Warren and Louis Brandeis described in their famous article on the Right to Privacy, which
developed the “right to be let alone,” that: “numerous mechanical devices threaten to make good the
prediction that ‘what is whispered in the closet shall be proclaimed from the house-tops.””? Pre-dating
fundamental rights, US law recognised that privacy needs bespoke protection in the face of invasive tech-
nology.3 In attempting to meet the problems posed by the technological and social changes occurring in
their days, the US courts progressively devised a tort of invasion of privacy? and the right to be let alone
(for which no parallel tort seemingly existed under UK law). Subsequently, the US lawmakers enacted the
1965 Restatement of Torts (2nd)® which recognised the tort of “Intrusion upon the plaintiff's seclusion or
solitude, or into his private affairs” amongst other privacy centric torts.

But if Warren and Brandeis decried the intrusive nature of “modern” technology upon our private sanctu-
ary in 1890 (the (then) recent invention of photography and its use by a sensationalist press), what would
they think of technology’s ubiquitous intrusions today! Indeed, in modern times nearly every commercial
street and building have CCTV cameras permanently watching our every movement. An average American
is caught on CCTV camera an estimated 75 times a day, while the average Londoner holds the record of
being photographed and filmed 300 times a day.®

Warren's and Brandeis’s alarming description of intrusive “mechanical devices” is even more relevant
in relation to the surveillance exercised by “always on” technology that we increasingly bring into our
homes and close to our bodies, such as virtual assistants, smart home connected devices, wearables
and, most frequently, smartphones. The information yield of such technologies is exponentially increased
when combined with big data and Al. While the analysis of all this information would be daunting for
human beings, one of the most significant uses of artificial intelligence is in the mining of vast databases
to extract precious insights, notably on human behaviour. All these technologies allow for greater intru-
sion than peaking over a fence with a camera; by virtue of being in our pockets or in our living rooms—and
almost permanently connected to the Internet—they give access to increasingly intimate aspects of our
lives. As Yuval Noah Harari argues, we have moved from “over-the-fence” surveillance to “under-the skin”
surveillance.”

[TechLaw.org 13
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The benefits of surveillance

Use of such algorithmic systems can provide real societal benefits, notably in the form of actionable pre-
dictions. In the private sector, this may result in tailored content, concentrated pools of information and
more accurate search results. Consumers can be shown only products that are appropriate and suitable
to their specific needs and tastes (a movie to watch on Netflix, for instance),® and offered services (such as
credit cards, loans and insurance) for which they would be eligible. Other beneficial use of Al and big data
include FacelD that conveniently unlocks a user’'s smartphone based on its machine learning algorithms
which compare an instant scan of the user’s face with the scan that is stored. Virtual assistants can help to
get directions while driving or may draft text and email messages. Smart thermostats can adjust the tem-
perature in houses automatically. In a society where time is of the essence, these Al tools facilitate many
daily tasks, making them less time-consuming. Moreover, as we have seen more recently, Al-enhanced
technologies may play an essential role in helping society respond efficiently to the COVID-19 public health
and economic crisis, notably through the use of machine learning-based contact tracing apps.®

In the public sector, automated decision-making has grown to power decisions that impact lives and soci-
eties.'® With algorithmic systems, governments can ensure appropriate and relevant notifications, advice
and services are delivered as effectively as possible to citizens. They create efficiencies, save time (and
money), and make access to information and products/services more convenient. Additionally, the use
of technologies such as CCTV or license plate readers by public authorities, especially for surveillance
purposes, is in most cases based on legitimate reasons of societal benefit such as prevention and control
of criminal offences, security or safety requirements or public health. Smart cities may also use Al surveil-
lance to improve traffic flow by, e.g. changing traffic light phasing in response to real-time activity." Recent
studies show that already 75 out of 176 countries globally are using Al technologies for surveillance pur-
poses.'? As another example, in reaction to the COVID-19 pandemic, several governments, with support
from the private sector, are venturing to augment contact tracing with Al capacities in the hope to more
efficiently control the spread of the virus.'

The downsides of Al-driven surveillance systems

The development of such technologies can also lead to losses in privacy and autonomy as well as to
infringement upon fundamental rights. As a result of the shocking revelations of Edward Snowden, for
example, we learned that the NSA could monitor essentially every telecommunication in the world.
Imagine the consequences if such surveillance powers were extended beyond the traditional Internet or
telephone communications to the billions of loT devices with which we interact, consciously and uncon-
sciously, at all times. In addition, the combination of contact tracing and Al, notably through the use of
smartphones applications taking advantage of location data, has been met with concerns over increased
surveillance.'* In other words, gains in efficiency or security have a high cost: the loss of sanctuary and
ubiquitous surveillance.

Like Warren and Brandeis who worried about the impact of photography on the right to be let alone, there
is an increasing concern that Al technology could adversely affect human behaviour. As Edward Snowden
has said, the absence of privacy is not the presence of security, but it is rather the presence of censorship.
China serves as a prime example of how public use of Al-driven surveillance measures may have gone too
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far, even though it may be based on culturally legitimatised reasons of security and public safety. While its
facial recognition system can recognise offenders that ignore a red light when crossing the street, which
is said to be a large problem in China,'® certain reports claim that Al facial recognition technology is pro-
grammed in China in a way as to recognise members of certain minorities such as Uighurs based on their
appearance, which then keeps records of their comings and goings. This raises concerns on the possible
racial profiling which Al can cause to happen.'® Regarding facial recognition, there is also currently a wide
societal debate in countries like the US over the use of such technologies for law enforcement purposes.
The City of Boston, for instance, considered a ban on the use of facial recognition technology, notably due
to the unreliability of present-day Al software when identifying people with darker skin tones.'” Moreover,
following the killing of George Floyd, companies such as Microsoft, Amazon and IBM announced they will
refrain for selling facial recognition systems until proper legislation is put in place.

The use of Al for policing purposes is not limited to facial recognition. Al surveillance is also used for
predictive policing, whereby algorithms analyse historical data on crime to detect where further acts are
the most likely to happen. Based on this data, people with characteristics that correlate with criminal
behaviour will more likely be policed, even though there is absolutely no guarantee that these persons
will develop any future criminal behaviour. Although innocent, such persons will carry the burden of being
additionally subject to surveillance.'®

Moreover, one of the secondary impacts of the COVID19 crisis is displacement of the surveillance occur-
ring in the workplace to the new de-facto office for many workers: the home. Workers who, prior to the
lockdown, had had to login to the IT system at their desks with retinal scan or facial recognition tech-
nology, that worked with IT systems able to monitor the amount of time they spend at their desks and
measure their productivity,'® accompanied by an virtual ‘open door’ (i.e. always online and accessible)
culture of internal communication are now bringing all this technology home. The move to remote work-
ing from home, has made the tacit amount of surveillance in the workplace stark. In some cases, parts
of the surveillance have merely swapped location, now being willingly carried out by workers from their
very homes, leaving even less of a divide between work and home. This begs the question: “how much
workplace surveillance is too much?”

The impact on human autonomy

Both private and public use of Al-driven technology for surveillance purposes may pose a serious threat
to human autonomy, which is an individual's capacity for self-determination or self-governance. The
self-determined actions of individuals may become impacted by an outside influence, even though the
individual is unaware of its existence. But even if the individual has reason to believe that such outside influ-
ence exists, it may be very difficult to prove this due to the lack of transparency of surveillance systems.2°

In turn, the feeling of being under surveillance (whether true or not) may lead to a further disturbing
impact on the individual: the growth of distrust or even the inability to trust. Individuals may adapt their
behaviour as they take into account that they are being subject to surveillance, whereby such behaviour
may even become the new normal. In the worst case, certain individuals may develop paranoia or other
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mental health issues (e.g. anxiety may increase which can lead to high blood pressure, obesity, respiratory
problems?').22

Surveillance, whether by the government or by private actors, may lead to (un)conscious self-censorship.
Research into the online behaviour of US citizens following the Edward Snowden revelations on govern-
ment surveillance led to a clear decline in Wikipedia searches for certain terrorism-related keywords (e.g.
Al Qaeda, chemical weapon and jihad).2® Such self-censorship also weakens one of the strengths of a
healthy democracy, namely the freedom of speech which also includes voicing concerns over political
and social questions.?4 But self-censorship may also affect inter-human relationships, as people that know
they are being watched may also think twice about their communications with others as they may be
afraid that their messages could be taken out of context. Consequently, people may be less willing to
foster real intimacy and shared understandings.?®

This underscores the importance of developing comprehensive and appropriate legal regimes in order to
ensure Al systems are used in a beneficent way that protects human autonomy and agency. Organisations
that develop, make available or use Al systems require guidance as to when one crosses the line between
protective oversight or efficiency-enhancing attentiveness to dangerous surveillance that threatens
human autonomy.

The EU’s Ethics Guidelines for Trustworthy Al mention in this respect that “humans interacting with Al
systems must be able to keep full and effective self-determination over themselves, and be able to par-
take in the democratic process.” Instead of coercing or deceiving humans, it is important that Al systems
are designed in a way which augments, complements and empowers human cognitive, social and cul-
tural skills.2® In a time where data on a person’s life is more easily available than ever, policymakers must
make sure that the wide possibilities to gather such data and to subject people to surveillance by the
devices they use or which the authorities may use in public spaces are bound by strong legal and ethical
frameworks.

Beyond policy interventions, technologists can develop new applications that consider the preservation
of human autonomy and agency from the design stage. For example, in the midst of the COVID-19 out-
break, the Montreal Institute of Learning Algorithms (MILA) proposed a contact tracing app called COVI
Canada App. Although the project ultimately did not come to fruition, its design approach was remarkable
for the various ways by which MILA sought to preserve user privacy and human agency. Its multi-layered
approach combined cryptographic messaging for the transfer of data, as well as on-device storage and
daily deletion of most of the data. Moreover, it included pseudonymization of personal data and the cre-
ation of a data trust to ensure independent governance. Finally, rather than assuming consent, the COVI
App proposed a “multi-layered, progressive disclosure approach” which would have used methods like
graphics and illustrations to make clear the privacy implications of its system. The COVI App was thus a
good example of how agency-enhancing mechanisms can be combined with privacy measures to create
more trustworthy Al systems.?”

In this context, we have introduced Sections 2.1 and 2.2 to principle 1 of the Responsible Al framework in

an effort to require organisations that develop, make available or use Al systems that surveil human behav-
iour to implement safeguards:

16 [TechlLaw
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* to promote the right to be let alone, informed human agency and autonomy;
* to avoid destructive self-censorship, loss of individuality and identity, loss of freedom of expression;

* to provide full transparency as to whether and when a device’s voice, movement or image surveil-
lance features have been activated; and

* to store sensitive personal data collected locally by loT devices (such as fitness monitors and smart
phones) and natural language, movement and image data collected by “always on” loT devices (such
as personal assistants and smart home devices), to the greatest extent possible, in encrypted format,
only locally on the device in a manner that allows for the maximal level of autonomy and control over
the data by the individual(s) to whom it relates.

Al-driven behavioural control: From empowerment to manipulation

Human autonomy, and freedom of choice (brain hacking and attention deficit)

Surveillance is not the only way Al and big data can impact human autonomy. The flow of information
can also be reversed: once new insights are gained about consumers and citizens, corporations and
governments can use this information to influence behaviour. This, of course, as always been the goal
of advertisement or propaganda. As we will see, however, the use of data driven algorithmic systems
to generate incremental timely messaging and targeted advertising has led to an interference with self-
determination. By using behavioural data, predictive analytics and inferred data, organisations have been
able to nudge decision making. The timing of that messaging can be predicated, for maximum impact,
on an individual's browsing/viewing habits or other triggers, such as household or car insurance renewal
dates. Such timely reminders can act as useful prompts to engage with our service providers. However,
whilst such messaging can be useful, it can adversely impact human autonomy (use of memory recall,
critical thinking and through inciting thoughts and feelings and depriving individuals of attention).

Today, algorithmic systems, like the ones discussed above, are used to monitor, track, assess, categorise
and analyse online behavioural and in-app activity data. This data is referred to by Shoshana Zuboff as our
“Behavioural Surplus.”28 It tell companies and governments information that we do not even know about
ourselves, information that is powerful and can be used, either for us or against us, with or without our
knowledge or awareness of it, to modify our online, in-app or offline behaviour.

The patterns recognised from this behavioural surplus are being used to predict with high levels of accu-
racy an individual's next move: what they will buy, watch, read and what and where they will exercise, and
how they will vote,22 amongst other attributes. Once known, predictive insight can be used in probabilistic
modelling which in turn can give greater certainty to predictions about our future activities, producing
“economies of action” and a “behavioural futures market.”3° This shows where prediction analytics can be
autonomy-invasive by affecting an individual's or even a group'’s freedom of choice.3!' As Edward Snowden
put it: “Once you go digging into the actual technical mechanisms by which predictability is calculated,
you come to understand that its science is, in fact, anti-scientific, and fatally misnamed: predictability is
actually manipulation.... a mechanism of subtle coercion.”32
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The aim of recording this kind of information is ostensibly to enhance user experience. By having a greater
understanding of the thoughts, words and deeds as well as future needs of individual users, they can be
given a truly personalised offerings and experiences. A nudge can provide an algorithmically driven but
behaviourally informed approach to help individuals, companies and policy makers save time and money.
Provided informed consent has been given, nudging assisted by activity data can be done so legitimately
with proper delegated human agency seeking to respect and preserve choice.33

However, where this activity data is recorded without the informed consent of the persons concerned or
prediction analytics are applied without the user being aware or understanding the consequences of its
application, the legitimacy that may have once been provided through lawful contractual consent starts
to wane. Whether it be done by private enterprise or government actor, this kind of interference with our
choices impoverishes an individual's private existence and commoditises human beings3*—the data rep-
resenting a digital extension of our human selves, a digital twin, a part of us as our data self.3°

Whilst organisations may use this data to deliberately manipulate choices, they can also use algorithmic
systems to create addiction3® and dependency, whether it be on a particular game, app or social media
platform. The aim is to keep users in the product for as long as possible, vying for the user’s time and atten-
tion, or to keep the user coming back for more. There is an “attention market,” where economic actors
broker for human attention.3” The motivation is money—generated through advertisements, click-rates,
and sales—and predictability only enhances the success rates.

This phenomenon is not entirely new. In his book The Attention Merchants, Columbia Law School profes-
sor and New York Times columnist Tim Wu tells the story of the competition for our attention, from the
penny press of the 19th century, to the television of the post-war era, all the way to the age of the Internet
and Social Media.38 Printed newspapers, radio shows and television programs have long been designed
to appeal to certain audiences in the hope they would be receptive to ads selling certain products and ser-
vices. The process, however, was crude and imprecise. This changed with the advent of Big Data, Al and
the access by technology companies to the flow of information coming from our activities on the Internet
and on our connected devices. This led to the highly targeted advertising most Internet users experience
every day. But as Al technology matures, it will increasingly impact our offline lives as well.

Combined with augmented reality, this could lead to a future where the struggle for our attention increases
and reaches new realms of our lives. Being deprived of attention in this way, weakens relationships, causes
attention deficit and erodes freedom of choice for the user. This leaves our thoughts hijacked and, as a
result, our consequent actions are no longer free from outside influence.3®

While there exists a vast body of laws concerning privacy, the invasion of human autonomy and self-deter-
mination in the form of behavioural manipulation ap